
FISERV, INC. - POSITION DESCRIPTIONPRIVATE 

Title:




Senior Information Technology Auditor




Job Code:



B0110700 (Senior Information Technology Auditor)


Center Name/Location:


Corporate/Brookfield

Department Name:


Corporate Audit

FLSA Status:



Exempt

Last Revised:



June, 2010

===============================================================================================
POSITION PURPOSE:  

As a member of the Fiserv Corporate Audit team of professionals, review information technology processes and general systems controls that support the numerous systems, platforms, applications and technologies in operation at over 60 Fiserv, Inc. business units. Review and assess the nature and adequacy of information technology security and controls to verify compliance with Fiserv standards, regulatory requirements and sound information technology management practices.  Assist with other Corporate Audit projects and initiatives as needed upon request.

DIMENSIONS:  

All Fiserv, Inc. business units and corporate functions.

REPORTING RELATIONSHIPS:
Reports To:    

Information Technology Audit Manager

Peers:


Other Information Technology and Financial Senior Auditors 

Primary Working Relationships: 

· Some contact with group and corporate executives

· Contact with business unit management, functional supervisors in operational areas at the various Fiserv locations

· Some contact with independent public accounting firms, outside consultants and Federal regulatory examiners

Direct Reports:
None
RESPONSIBILITIES: 

· Use established IT audit work programs and tools to review, assess and test information technology controls and security at the various Fiserv, Inc. business units.  Specific audit areas include:

· Information Security & Privacy

· Networks (LAN/WAN, wireless, Firewalls, VPNs, etc)

· Database Administration

· Computer Operations (including platform management and security)

· System & Development (including project management, SDLC and change control)

· Physical Security

· Business Continuity / Disaster Recovery Planning

· Client and Data Services

· Independently analyze results of audit procedures and testing to appropriately assess risks and provide appropriate recommendations for corrective action.  Use a consultative approach to identify opportunities for improvement.  Actively participate in decision making with audit management and seek to understand the broader impact of current decisions.

· Understand the business environment and basic risk management approaches applicable to the individual business unit or IT support area under review.  Demonstrate a general knowledge of market trends, competitor activities and business unit products and services.  

· Provide direction and guidance to Information Technology Auditors as needed.  Senior Information Technology Auditors lead small to medium size engagements (4-6 auditors) or assist in managing larger reviews.

· Participate in audit kick-off and exit meetings.  Present audit conclusions and recommendations to management at the conclusion of the audit and as a part of the exit meeting.

· Prepare detailed, neat and organized workpapers, in accordance with Corporate Audit standards, with sufficient audit evidence to support and document findings, conclusions and recommendations.

· Perform audit work programs and other assigned tasks in a professional manner and in accordance with Corporate Audit standards, timelines and budgets.

· Identify opportunities and provide actionable recommendations to enhance the audit process such as updating and adapting audit work programs and questionnaires.  Assist in the selection and tailoring of audit and review approaches, methods and tools to support audit objectives, identified risks and business unit requirements.

· Represent Corporate Audit on corporate and business unit projects and other activities.

· Assist and support external audit activities or other third-party reviews as needed.

· Assist and support special investigations and other Corporate Audit initiatives or special projects as requested.

The above statements are intended only to describe the general nature of the job, and should not be construed as an all-inclusive list of position responsibilities.
POSITION QUALIFICATIONS:
Education

· Undergraduate degree (4 year) in a related discipline is required.

· One or more professional certifications such as CISA, CISSP, CSE, CIA, CPA or other relevant credential.

· Master’s degree, additional technical certifications or other relevant training is a plus.

Job Related Experience

· 3-5 years professional experience in information technology audit or security.

· Financial services industry experience is preferred.





Functional Area Skills/Knowledge






 

· Strong IT background with a good working knowledge of a variety of technologies, systems and applications such as

· Mainframe (Unisys, IBM)

· Client server (AS/400, UNIX, Linux, HP NonStop)

· Networks and connectivity (Windows, Citrix, VPN solutions)

Applicant should also possess a strong understanding of the pertinent information security risks, vulnerabilities and suggested risk mitigation techniques associated with these technologies, systems and applications.

· Strong understanding and competency in information security and controls.

· Familiar with financial services industry regulatory and compliance issues.

· Proficient in assessing audit risk and applying appropriate audit procedures, techniques and tests to effectively validate controls.

· Familiar with the technology development life cycle and project management principles.

· Self-starter able to work independently yet seeks guidance from Managers as needed.

· Strong analytical skills and creative problem solving abilities.

· Ability to generate innovative ideas, identify opportunities for cost savings and challenge the status quo.

· Strong verbal and written communication skills.

· Strong interpersonal skills and ability to work with others.

· Strong intellectual curiosity and active in personal development.

· Maintain a professional demeanor and provide exceptional service to business unit “clients.”

· Ability to travel 35% of the time.

